
 

 
 
The privacy and security of the personal information we maintain is of the utmost importance. The following 
information provides details about a patient privacy issue that involved the unauthorized viewing of patient data at 
North Ottawa Community Hospital. We want to provide you with information about the incident and outline what 
steps we have taken to improve security going forward.  
 
What happened? 
On October 17, 2019, we became aware of a “rogue” hospital employee, acting alone, who viewed certain patient 
health information through our electronic health record system at the hospital, and opened a prompt 
investigation. Patient records for North Ottawa Care Center (Heartwood Lodge), and Hospice were not involved. 
Based on our investigation and review of access audit logs, we can now confirm that this employee viewed 4013 
records, without a legitimate medical reason, containing information about patients and the services they received 
at the hospital. 
 
What information was involved? 
The incident did not affect all hospital patients and of those involved, not all of the individuals’ information was 
viewed by the rogue employee. There is no evidence that information was shared with any third-party, or 
otherwise used inappropriately. The information inappropriately viewed by the employee included patient name, 
date of birth, Social Security number, driver’s license number, medical diagnostic information, medical treatment 
information, lab results, MRN number, CHAMPUS, Military and/or Veterans Administration number, 
Medicare/Medicaid number and/or health insurance information. The employee did not have access to any 
patient financial information. 
 
What is NOCHS doing? 
Upon learning of this issue, we immediately suspended the employee, and terminated access to the electronic 
health record system. The employee was fired following a prompt and thorough investigation. All records 
associated with this employee were carefully reviewed and corrective action steps were taken to prevent a privacy 
incident from reoccurring. 
 
NOCHS took immediate action to review electronic patient record authorization levels, and installed additional 
technology safeguards to restrict access even further.  
 
A letter has been sent directly to patients involved explaining the situation and offering one-year of free credit 
and/or identity protection monitoring for individuals whose Social Security number may have been viewed. NOCHS 
has informed local media of the breach, pursuant to HIPAA regulations.  
 
We have set up a Call Center to field questions from patients involved in the incident. This dedicated toll-free 
response line has been set up at 1-844-967-1231 and is available Monday through Friday, 9:00 AM to 6:30 PM EST. 
 
I’m hearing more and more about data breaches across the country. How common are they? 
Since the compliance date of the Privacy Rule in April 2003, The Office for Civil Rights (HHS) has received more 
than 220,923 HIPAA complaints. In just 2018, there have been 25,912 HIPAA-related complaints nationwide. This is 
the first and only internal breach of this magnitude that has occurred at NOCHS.  

 


